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ABSTRACT

DevSecOps is a concept that adds security procedures to the operational procedures of DevOps to respond to the short
development and operation cycle. Multi-step vulnerability scanning process should be considered to provide reliable security
while supporting rapid development and deployment cycle in DevSecOps. Many open-source vulnerability scanning tools
available can be used for each stage of scanning, but there are difficulties in evaluating the security level and identifying
the importance of information in integrated operation due to the various functions supported by the tools and different
security results. This paper proposes an integrated security metric design plan for scurity results and the combination of
open-source scanning tools that can be used in security stage when building the open-source based DevSecOps system.
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2.1.1 ACR(Automatic Code Review)
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2.1.2 SIS(Sensitive Information Scan)
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2.1.3 SAST(Static Application Security Testing)
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2.1.4 DAST(Dynamic Application Security Testing)
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2.1.5 SCA(Software Composition Analysis)
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2.1.6 CaC(Compliance as Code)
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2.2.1 CWE(Common Weakness Enumeration)
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2.2.2 CVE(Common Vulnerabilities and Exposures)
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2.2.3 CVSS(Common Vulnerability Scoring System)
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Table 2. Vulnerability Result Evaluation

Value ) 4 3 2

CVSS >9.0 | =7.0 | =4.0 | =0.1 >0

Freq. >2000 | >1500 | >1000 | =500 >0
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Table 3. Security Evaluation of Issue ¢

Value 5 4 3 2 1
Level | Critical | Major | Minor Info None

S; >80 >6.0 =40 >2.0 >0.0
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Table 4. Security Check Results of DVNA

Level | Qitical | Mgjor | Minor | Info | None
Count 5 % 109 12 0
3 3, S, S, 3, S,
Value 05 0.2 0.2 02 0.2
Grade D QG Fail

Table 5. Security Check Results of DVNA

OWASP TOP 10 Vulnerability Count,
Injection (SQL, NoSQL, OS) 4
Broken Authentication and

. 26
Session Management
Cross-Site Scripting (XSS) 5
Broken Access Control 16
Security Misconfiguration 12
Insecure Cryptographic Storage 2
Insufficient Transport Layer
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Protection
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Authorization
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Monitoring
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